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Book VIl - Token Issuers and Digital Assets Services Providers

Title Il - Digital Assets Services Providers

Chapter | - Registration requirements, license requirements and common provisions applicable to
licensed digital assets services providers

Section 3 - Common provisions applicable to licensed digital assets services providers

Sub-section 1 - Organisational rules

General regulation of the AMF

Article 721-8 into force since 19 December 2019

DISCLAIMER : Information boxes have been inserted within the General Regulation. They allow for a direct access to the
relevant European regulations on the subject matter.

The user will be redirected to the European regulations as initially published in the Official Journal of the European
Union and to the subsequent corrigenda, if any. The AMF does not guarantee the completeness of the redirections to
these European regulations and corrigenda.

The boxes are located at the most relevant level of the GRAMF depending on the provision of the EU regulations to
which they refer (Book, Title, Chapter, Section, etc.).

This additional material is provided for information purposes only and does not constitute a regulatory instrument. The
AMF shall not be held liable or responsible for any harm resulting directly or indirectly from the provision or the use of
these information boxes.

Article 721-8

The digital assets services provider shall comply with the following requirements:

1 « [t shall have sufficient IT and human resources to ensure the resilience and security of its information systems, in particular by
performing regular tests to analyse the vulnerability of its information systems in the event of cyberattacks;

2 ¢ It shall implement an IT strategy consisting of clearly defined objectives and measures:

a) which is in compliance with its economic strategy and its risk strategy and is appropriate for its operations and the risks to
which it is exposed;

b) which is based on a reliable IT organisation; and

¢) which corresponds to an efficient management of IT security.
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3 ¢ |t shall establish and maintain appropriate physical and electronic security systems which reduce, insofar as possible, the risks
of attacks against its information systems and include efficient management in terms of identification and access. These
systems ensure the confidentiality, integrity, authenticity and availability of data and the reliability and robustness of the
digital assets services provider's information systems;

4 ¢ |t shall inform the AMF immediately of any major breach of its physical and electronic security measures. It shall provide the
AMF with an incident report indicating the nature of the incident, the measures implemented after it occurred and the
initiatives taken to prevent similar incidents from taking place in the future; and

5 ¢ |t shall make sure that it is capable of identifying all the persons who have critical access rights to its information systems. It
shall restrict the number of such persons and supervise their access to its information systems so that traceability is ensured
at all times.

The digital assets services provider shall take into account the scale, organisation, nature, importance and complexity of its
activity in order to comply with the requirements referred to in this Article.
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