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The AMF publishes the results of a new series of thema�c
inspec�ons of the cybersecurity systems and processes of
asset management companies

A�er an ini�al exercise, which conclusions were published in December
2019, the AMF has examined the systems and processes put in place by six
other ins�tu�ons, backed by intrusion tests. Good prac�ces and points to
watch have been iden��ed into a summary document.

As part of a new series of thema�c short inspec�ons (SPOT), the AMF analysed the
opera�onal prac�ces of �ve mid-sized asset management companies in order to address the
risk of malicious a�ack on the availability, integrity, con�den�ality and traceability of their
informa�on systems. Its �ndings have been enhanced with observa�ons from a standard
inspec�on performed upon a sixth asset management company, specialised in private
equity.

The regulator’s main points of a�en�on targeted:

organisa�on and governance of cybersecurity systems and processes;

coordina�on of sensi�ve IT service providers;

cybersecurity incidents management;

supervision of processes for remote access to the informa�on system.

https://www.amf-france.org/en
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The study period from 2017 to 2020 enabled the analysis of the cyber-risk management
system put in place during the �rst lockdown, including the ac�va�on of business con�nuity
plans as well as the enhanced supervision of employees’ remote connec�ons process.
Furthermore, the AMF completed its examina�on with intrusion tests delegated to a service
provider accredited by the French na�onal cybersecurity agency, ANSSI.

In its summary, the AMF observes that asset management companies have reinforced their
cybersecurity organisa�on and governance. Among the good prac�ces noted appear the
appointment of a dedicated manager from the execu�ve commi�ee to handle cybersecurity
topics, the implementa�on of regular awareness-raising campaigns for employees, and the
inclusion of cyber risks into risk mapping and control plans.

However, progressive cybersecurity strategy formaliza�on, already observed in 2019,
remains incomplete due to non-priori�za�on of sensi�ve data / cri�cal systems classi�ca�on
and mapping. Furthermore, regarding the raising volume and sophis�ca�on of cybera�acks
observed by the AMF, the management and control of interac�ons between asset
management companies and their external IT service providers must remain a priority when
de�ning security measures. 

About the AMF
The AMF is an independent public authority responsible for ensuring that savings invested
in �nancial products are protected and that investors are provided with adequate
informa�on. The AMF also supervises the orderly opera�ons of markets.Visit our website 
h�ps://www.amf-france.org URL = [h�ps://www.amf-france.org/]
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