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Print from the website of the AMF

01 September 2022

The AMF calls for vigilance against fraudulent sites usurping
its name

The AMF has noted the recent crea�on of several internet domain names
using the AMF acronym. It urges retail investors and �nancial professionals
to check carefully that they are visi�ng the AMF’s real website.

As part of its ac�ve monitoring of unauthorised use of its name and logo, the AMF has
observed an increase in recent weeks of newly registered domain names containing the
ini�alism “AMF”. While these ac�ve domains currently only direct internet users to pages
under construc�on, they could be used in phishing campaigns or, more generally, in
spoo�ng campaigns impersona�ng the AMF and targe�ng retail investors or professionals.
This type of prac�ce aims to obtain from the vic�ms personal informa�on (iden�ty
documents, bank details, etc.), customer �les or funds for various reasons (taxes, fees,
etc.) and use this for fraudulent purposes.

The prac�ce of impersona�ng �nancial industry professionals and public ins�tu�ons or
authori�es is not new but has increased signi�cantly over the past two years.

The AMF therefore urges the public and regulated industry players to be par�cularly careful
when they receive an email or link purpor�ng to be from the AMF.

The regulator reminds that its website is available at h�ps://www.amf-france.org URL =
[h�p://www.amf-france.org].

http://www.amf-france.org/
https://www.amf-france.org/en
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The AMF urges anyone who receives a fraudulent link or e-mail of this type not to follow up
on these solicita�ons and report them to its informa�on service, AMF Epargne Info Service,
using the form on its website. URL = [h�ps://www.amf-france.org/en/request-informa�on]

The AMF will take ac�on to put a stop to and sanc�on these fraudulent ac�vi�es.
 

About the AMF
The AMF is an independent public authority responsible for ensuring that savings invested
in �nancial products are protected and that investors are provided with adequate
informa�on. The AMF also supervises the orderly opera�ons of markets. Visit our website 
h�ps://www.amf-france.org URL = [h�ps://www.amf-france.org/]
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Legal informa�on:
Head of publica�ons: The Execu�ve Director of AMF Communica�on Directorate. Contact: Communica�on Directorate – Autorité des marches �nanciers 17 place de la Bourse –
75082 Paris cedex 02
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